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Displaying data

w % of pageviews: 15.18%
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Who is the visitor?
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IMPERSONATORS SCRAPERS SPAMMERS HACKER TOOLS

MONITORING COMMERCIAL SEARCH ENGIME FEED
BOTS CRAWLERS BOTS FETCHERS

More than 50% of Internet traffic are Bots




How to distinguish them?
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Mimic Humarmehaviour
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Traffic Sources

Scrapers,
Scalpers, &
Aggregators

Users
(criminals and bots
mixed in with good users)

Web & Mobile Apps
(serve good users & criminals alike)

Attackers are abusinginherent functionality to conduct automated & manual fraud




Actual data

Non-human traffic
(bots, scrapers, aggregators, etc.)
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Evolution of Automated Attacks
Disrupt the economics for motivated attackers

High

Attack Cost

Low

A

User Imitation

Selenium, Puppeteer, Captcha
bypass APIs

Browser Imitation
Execute JavaScript like real browser.
PhantomJS, Headless Chrome

Network Requests
HTTP requests

Sentry MBA, Wget and
cURL

Fake mouse tracks, fake keystrokes,

Custom Attack

Platforms
Target specific , custom developed,
Purpose built for attack target

Low Attack Complexity

High



Attackers Tool Kits T Low cost of entry



